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GDPR Checklist



 Stage 1 – Audit your Situation
The first stage is to assess your situation. By getting a realistic view of your current status, you’ll 
know how much you need to change in order to comply.

1.  Audit your data

Make sure you know where all your data lives, who has access and on what devices.

2.  Audit your Cloud Services

Make sure that any cloud services/platforms that are used within the business (for 
instance, Office 365 or Xero) have adequate security in place and that data storage is 
compliant with GDPR.

3.  Audit all authorised and unauthorised devices with access to data

Make sure you know every single device that has access to personal data, and data access 
methods, including both company-owned and employee-owned devices
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 Stage 2 – Access Control
The second stage is controlling and locking down access to company data, to keep track of who 
and what devices have access, and to prevent a single breach or exposure granting access to 
everything stored on your IT systems.

1.  Ensure administrative privilege control

Not every user needs to have administrative rights. Make sure that administrative actions 
can only be taken by a select few with separate administrative ‘service’ accounts, to 
minimise the risk of others gaining control of the network.

2.  Ensure tiered access to data

Control access to data on a need to know basis. This should be based on the user, device and 
the network that the request is coming from.

3.  Ensure remote access and erasure rights for company data

Make sure you can retrieve and erase data from all devices with access to personal data, 
especially in instances of loss or theft. 

4.  Separation and isolation for guests and staff access

Ensure that guest and staff devices cannot access the corporate network. Make sure that 
you have a fully segregated network for these devices.

5.  Update your system policies and lock-down your network

Make sure that local access is a secure as possible by enforcing basic measures such as:

• Enforced regular password reset

• Enforced password complexity

• Screen lock-out policies so that after a period of inactivity PCs default to the lock screen

• Restrict access to printers so that confidential documents don’t go missing around the office

• Disable USB ports on laptops and devices where these are not required for business use

• Ensure that network devices such as printers, telephone systems and wireless access  
 points are not using manufacturer default passwords
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 Stage 3 – Improve your overall network 
and IT Security and implement new 
policies where required
The final stage is to implement robust security to detect and respond to breaches. Make sure that 
your IT Security measures are proactive and not reactive, and ensure that you have all bases covered.

1.  Implement regular network scans and security software updates, 
including software patching along with real-time detect and
response software

Traditional network defences such as anti-virus, anti-malware and basic firewalls may not 
be fool-proof, however they’re the foundation to an overall IT Security strategy. However 
even when combined they’re still not enough to provide adequate protection.

Make sure endpoints on your network are protected with:

• Patch Management that covers both Windows and 3rd party software 

• Cloud-managed anti-virus

• Cloud-managed anti-malware

• Web Protection and content filtering

• Advanced Threat Analytics

2.  Encrypt all devices with data access, both company owned and 
employee owned

Secure your endpoints with native encryption, so that even if a device is lost, confidential 
data isn’t!
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3.  Enable Multi-Factor Authentication

With the increase in Brute Force attacks and complex Phishing scams, a password is no 
longer secure enough; hence Multi-Factor Authentication is key to keeping data secure.

4.  Protect your Mobile Devices

Make sure that you can manage your mobile devices such as smartphones and tablets 
when they’re outside the office. Ensure that devices are:

• Locked down to ensure that applications that may include hidden Malware cannot
 be installed  

• Always password protected with sufficient password complexity and password reset intervals

• Protected in the event of loss or employee malice so that devices can be remote wiped
 For employee-owned devices you need to make sure that you have a policy and   
 employee consent to allow for remote wipe

5.  Email Security and Encryption 

Most malware and ransomware threats penetrate networks through email. Ensure that:

• Your organisation uses Advanced Threat Detection and Prevention on inbound emails  
 to make sure that dangerous email attachments and links are scanned and removed   
 before delivery

• You have sufficient protection in place to protect your organisation against email spoofing

• Where applicable, emails are transmitted using secure encryption

6.  Gateway Intrusion Prevention & Anti-Malware

Every network is a potential target for malicious attack. Make sure that you’re using 
intelligent gateway security through a Security Appliance rather than a basic router with a 
basic firewall. A Security Appliance protects your internal LAN from malicious internet 
threats by blocking malware from entering your network and preventing brute force 
attacks through Intrusion Prevention.
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7. Right to be forgotten

Should you receive a request to remove Personally identifiable information from your IT 
System make sure that this can be achieved. Ensure that your backups, email archiving and 
disaster recovery systems are compliant.

8.  Monthly vulnerability scanning

Ensure that you upkeep your IT Security with monthly vulnerability scanning to identify 
potential risks and exposures. Cyber threats don’t stand still, they develop, so it’s essential 
to keep on top of your IT Security and protect your data.

9.  Conduct employee training in cyber security

Users are the weakest link in your IT and Network Security, make sure you run active User 
Awareness Training to prevent basic mistakes like opening unknown attachments

Aside from building security, these actions help to achieve compliance with the 
following key provisions of the GDPR.

• Report data breaches within 72 hours; and prove due diligence in preventing them

• The right to be forgotten: erase all of an EU citizen’s personal data upon their request

• Data portability: provide all personal data of an EU citizen in a format accessible to them

• International transfers: ensure data is only transferred to other GDPR compliant   
 organisations, or those within jurisdictions deemed ‘adequate’
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